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Mopeas yrpo3 6e30nacHOCTH MEPCOHAIBHLIX JAHHBIX
npu ux o0padoTke B HHPOPMANHOHHBIX CHCTEMAX
nepcoHaabHbIX JaHHBIX MBJIOY — n/c Ned r. Arpeiz PT



Mojenb yrpo3 6€30macHOCTH IepCOHAIBHBIX AaHHBIX (nanee — MoReTS) BpE EX 00paboTKE B
uH(DOPMALHOHHOMN CHCTEME NEPCOHATBHBIX nanusix (nanee — UCI/TH): \
1) TUC «OnexTpoHHOE o6pasosanmue B PecryOiuke TarapcTan»;
2) Cso6GojHOe MpOrpaMMHOC obecneuenue «bapc-0r0KET»;
3) TUC «DNeKTPOHHBIN JNETCKHi caa»
BKJIIOYAET:
OIMCAHUE Yrpo3.
OlIEHKY BEPOSTHOCTH BO3HHKHOBEHHA yTpo3.
OLIEHKY peayu3yeMOCTH yTpos3.
OIIEHKY OITaCHOCTH YTpPO3.
- Ompe/ie/ieHHe aKTyalbHOCTH yrpos.
B 3aKiiOueHHH JaHbl PEKOMEHJAIMH IO MEpam 3aIUTHl /IS YMEHBIICHHS ONacHOCTH
aKTyaJlbHBIX YTPO3.

1.0nmcanne yrpo3 ¥ ONEHKa BEePOATHOCTH HX BO3HUKHOBEHHS

KnaccuuKanys HapymuTeIeH
[o npu3HAKy NPUHAIEKHOCTH K MCII/I# Bce HapyIIATENH JCTISTCS Ha JBE rpyMIbL:
- BHEeIHHWE HapymuTenH — Qpu3HYecKue Juia, He yMeIoNie NpaBa MpeObBaHAs Ha TEPPUTOPHH
KOHTPOJMPYEMO# 30HBI, B peAeiax KOTOPO#i pa3MeIIacTCs o6opynosanue UCI1/TH;
- BHyTpEHHHE HapyIIHTEIH — usmyecKue NHMIA, HMEIOMHE NpaBo npeObIBaHAs Ha TEPPATOPHA
KOHTPOJIMPYEMOii 30HBI, B IpE/ICIIax KOTOpOIi pasMemmaercs 000py/I0BaHHAE UCII/Tn.
BHeumHui HapyIIUuTENIb
B kadecTBe BHEIIHEro HAPYIIHTCIA uHpOpMaHOHHOH 0e30MacHoCTH, paccMaTpHBacTCA
HapyIIUTEIh, KOTOPHIH HE HMECT HETOCPE/ICTBEHHOTO JIOCTYNA K TEXHHIECKHM CpezicTBaM H pecypcaM
CHCTEMBI, HAXOIAIMMCS B Ipezieax KOHTPOJNHPYEMOH 30HBL
INpeanonaraercs, 9TO BHEIIHUI HapylmUTelb HE MOXET BO3/IeHiCTBOBaTh HA 3aMUINACMYIO
uHGOPMAIMIO MO0 TEXHHYCCKAM KaHajnaM YTEuKH, TaK Kak 00BeM prdopManyy, XpaHUMOH H
o6pabaTsiBacMoi B *UCIIJlg, sBiseTcCs HENOCTATOYHBIM JUTs BO3MOXHOM MOTHBAIMH BHEIIHETO
HapymHTels K OCYIICCTBICHHIO JeliCTBUM, HampaBIEHHBIX YTEUKY pHpOpMALMHE 10 TEXHHYCCKAM
KaHajaM yTeUKH.
INpennonaraercs, 49To BHEITHHH HApyIIHTENs MOXET BO3/€MCTBOBATh Ha 3alUINACMYIO
uH(OPMAIIHIO TOIBKO BO BpEMA €€ mepe/iady 1o KaHanaMm CBA3H.
BuyTpeHHHH HapyIIHTEIIb
Bo3MOKHOCTH BHYTPEHHErO HapylIHTeId CyIecTBEHHBIM 00pa3oM 3aBHCAT OT JEeHCTBYIOIHAX
B Tpezienax KOHTPOJNHPYEMO# 30HBI OrpaHHIHTEILHEIX {aKxTopoB, B3 KOTOPBHIX OCHOBHBIM SBIIACTCA
peay3anys KOMILIEKCa OpraHM3alHOHHO-TEXHIYECKHX MEp, B TOM YHCIIe 10 oab0py, pacCTaHOBKE
06eCcreueHnIo BHICOKOH npodecCHOHaNBHON MOATrOTOBKH Kaj(poB, JOMycKy (H3MIECKHX JMLl BHYTPb
KOHTpOJMpYEeMO#i 30HBI H KOHTPOJIO 3a TIOPSAKOM TPOBEICHHS paboT, HampaBICHHBIX HA
IIpeI0TBPAIICHHE H MPECCUCHAE HecaHKI[MOHMPOBAHHOTO JIOCTYTIA.
CucreMa pasrpaHHuCHHsA 10CTYTIa YCI1/Ix obecriednBaeT pasrpaHHuCHHE [Pas 0b30BaTeNIeH
Ha gocTyn K HHQOpMaIMOHHBIM, pOrpaMMHBIM, aNnapaTHEIM H JIpyTHM pecypcam UCIIx B
COOTBETCTBHH C TIPHHATOH oNUTHKOM HH(OPMAIMOHHON Ge30MacHOCTH (npapuiamu). K BHYTPEHHUM
HApYIIUTENSIM MOIYyT OTHOCHTBCS:
- apmunucrparopst UCIT/IH (kaTeropus D);
- aIMHHHMCTPATOPbI KOHKPETHBIX MO/ICHCTEM wm 6a3 nanasx UCI1JIH (kateropus 1),
- nons3osarem UCIIIH (kareropus I10);
- [I0JIb30BATEIH, ABJISIONMECS BHCIIHAMH IO OTHONICHUIO K KOHKPETHOH aBTOMATH3HPOBAHHOM
cucreme (kareropus IV);
- JMIa, 06NajaroNIe BOIMOXKHOCTBIO I0CTYNA K CHCTEME Tepe/iaul JaHHBIX (KaTeropus V),



= COTPYIHHKH YYPEXICHHS, HMEIOIHE CAHKIMOHHPOBAHHBIA JOCTYN B CIyXKeOHBIX LENSX B

TIOMCINCHHUSA, B KOTOPBIX pasmernaiorcs snemenTsl UCIIJIH, HO He mMeomue npaBa focTyna K HAM
(xareropus VI);

- obcmy)uBarommif nepconan yuapexaenus (xareropus VII);

- YNOTHOMOYCHHBIH nepconan paspaborankoB UCII/{H, kOTOpBIH Ha OrOBOPHOH OCHOBE HMEET
IpaBO Ha TEXHAYECKOe obcmyxuBanue u Moaubukanuio kommnonentos UCII/Ta (kareropus VIII).

Ha mun xareropuit I u Il Bo3noxeHsI 3agauu mo aJIMAHHCTPHPOBAHUIO TIPOrPaMMHO-
anmapaTtHeiX cpeAcTB M 6a3 mamEbix MCII[IH ans wHTerpanmm u obecniedeHws B3aMMOICHCTBHS
PasnuYHBIX ToACHCTeM, BXoasmmx B coctaB MCII[[H. AnMuHWCTpaTopsl MOTEHIHATBHO MOTYT
Pean30BbIBaTE Yrpo3bl HHPOPMAMOHHOK Ge3onmacHOCTH (nanee — UB), HCMoNb3ys BO3MOXHOCTH IO
HETIOCPE/ICTBEHHOMY JIOCTYIy K 3amumaeMoi uHpopmaimu, obpabarTsiBaeMOli M XpaHMMOH B
WCIT/Tn, a Takxe K TEXHHYECKHM H IporpaMMHBIM cpeactBam MCIT/(H, BKmodas CpeJicTBa 3aIlUTHI,
HCTIOJIb3yeMble B KOHKpeTHbIX AC, B COOTBETCTBHH C yCTAHOBIEHHBIMH JUISL HHX
aJIMAHHCTPATHBHBIMH MOJHOMOYHSIMH.

OTH JMIOa XCPOIIO 3HAKOMBI C OCHOBHBIMH QJITOPHTMAaMH, MPOTOKONAMH, PEalH3yeMBIMA H
HCIONB3yeMbIMH B KOHKpeTHBIX moxcucremax u MCIIJIE B menoM, a Takxke ¢ NpHUMEHSEMBIMH
OPHUHIMIAMY U KOHIENIHUAME 6€3011aCHOCTH.

Ilpeanonaraercs, 9To OHM MOIrMH GBI HCIONB30BATH CTaHAApPTHOE 0GOpYyOBaHHE TGO IS
HICHTHHUKAIME yS3BUMOCTEH, 160 s peanmsanun yrpo3 UB. Jlanuoe obopynoBanue MOXET OBITH
KaK YacThl0 INTATHBIX CPENCTB, TaK M MOXET OTHOCHTBCS K JIEKO IOJIydaeMoMy (Hampumep,
nporpaMMHoOe obecrieYeHue, MoMy9eHHOE U3 OOIIEIOCTYIHBIX BHEMIHUX HCTOYHHKOB).

Kpome Toro, mpeamnonaraercsi, 9To 3TH JMIA MOITH GBI PacloNiaraTh CIENHATH3UDOBAHHEIM
obopyioBaHHEM.

K munam xareropuit I u II BBHAY MX HekmounTenbHO#M pou B UCIIJ/IH J0mKeH TPHUMEHATHCS
KOMILIEKC OCOOBIX OpPraHM3alMOHHO-PSKHMHBIX MEp [0 HMX Noa6opy, NPHHATHIO Ha paGoTy,
HAa3HA4YCHHIO HA JOJDKHOCTH M KOHTPOJIIO BHIOTHEHHS QYHKIHOHAILHBIX 005S3aHHOCTE].

Ilpennonaraercs, yro B umeno nun kareropuii I u II GyayT BKIIOYATECS TOMBKO JOBEPEHHBIE
JIMLA ¥ TI03TOMY YKa3aHHBIC JIHIIA HCKIIIOYAIOTCS B3 YHCIIA BEPOATHEIX HAPYIIHTENEH,

IIpeanonaraercs, uro ymuna kareropuii I11-VIII oTHOCATCS K BEpOSTHEIM HAPYLIHTEISM.

IIpennonaraercs, 9To BO3MOXKHOCTH CTOBOPA BHYTPEHHHUX HApyIIHTeNIell MalOBEPOSTHA BBHILY
IIPHHATHIX OPraHU3aUHOHHBIX H KOHTPOIUPYIOLIUX MEP.

IIpepnonoxenus 06 umeromeiicst y Hapymmrens nEGopManuu 06 06EKTaX pearT3aliy yrpos
B xagecTBe OCHOBHBIX ypoBHel 3HaHHiT HapymHTenei 06 AC MOXKHO BBIIENHTD CIIEIYIOMIHE:

- 0bwas ungpopmayus — madopManuu 0 HasHAYEeHHS ¥ 06X XapakTepucTakax UCIIIIx;

- IKCnIyamayuouHas ungpopmayus — HUHGOPMANMA, IONYYEHHAs M3 IKCILTYaTALHOHHOM
JIOKYMEHTAaIlHH,
- uyecmeumenvHus  uHgopmayus — WHGOPMAIMS, JIONONHSIOMAS  IKCIUIYaTALHOHHYIO

uadopmarmio 06 UCI1/{a (HanpumMep, cBeieHHs U3 IPOSKTHOM jJokymenTauu UCTI/Tx).
B 9acTHOCTH, HAPYIIUTENE MOXKET UMETh:

- laHHbIe 00 OpraHu3anuu paboThl, CTPYKTYPE M HCIONB3yeMbIX TEXHHYECKHX, IPOrPaMMHBIX H
nporpaMmHo-TexHuueckux cpeacreax UCIIx;

- cBefieHuA 00 uHpopmanronnbix pecypcax MCII/Ia: nopsaaok u npaBuiia co3fanus, XpaHEHHS U
nepeiayy HHPOPMaIUH{, CTPYKTYpa B CBOMCTBA HH(POPMAIHOHHBIX TTOTOKOB;

- JaHHbBle 00 YA3BMMOCTSIX, BKJIIOYas JaHHBIC O HEJOKYMEHTHPOBAHHBIX (HEIEKIapHPOBAHHBIX)
BO3MOXHOCTAX TEXHHYECKHX, IPOrPaMMHBIX H IIPOrpaMMHO-TeXHHYecKuX cpenctB UCIIIx;

- IaHHBIC O PEATM30BaHHBIX B MPOTPaMMHBIX CPEACTBAax 3amuThl HHGopManuu (nanee — [TC3U)
IIPHHIIMIIAX U aTOPATMAX;

- HCXOJIHBIE TEKCTHI MporpaMMHuoro obecnevenus MCIIx;

- CBEJICHHS O BO3MOKHBIX KaHAIaX pean3aluy yrpos;

- HH(pOPMANHIO 0 criocobax peau3aluy yrpos.
Ilpenmonaraercs, uro smma xareropud III wm  xareropum IV  BiageloT TONBKO
3KCIUTyaTalHOHHOM HH(popMainue, 4to obecneunBaeTcs OpraHHW3alMOHHBIMA Mepamu. IIpu 5ToM



nuna Kateropuu 1V He BIAJIelOT MApOJIbHOI, ayTeHTH(QUUUpPYIOEH H KIOYeBOH HH(OpMAIUEH,
ncnonb3yemoit B AUC, K KOTOPBIM OHH HE HMEIOT CAHKIIHOHHPOBAHHOI'0 JIOCTYTIA.

[Ipeanonaraercd, 4T0 U@ KaTeropuu V BIAJCIOT B TOM WM MHOW 4acTH YyBCTBHTE/ILHON H
SKCILTyaTallHOHHOM MH(OpMalKeil 0 CHCTEME Nepefain undopmanuu u obmeil uapopManuel 06
AUC, WHCOONB3YIOIMX 3Ty  CHCTeMy  ICpeAavH undopmanuu, 9rto  obecnednBacTCA
OpraHM3alMOHHBIMM Mepamu. [Ipm 3TOM JMO@ KaTerOpHH V He BIANCIOT MApONbHOW H
ayTeHTHQUIEpYIOmeH nHGopMauei, ucnonszyemoii B AUC. :

IIpeanonaraercsi, 4T0 jHNa kareropuu VI u juua kateropuu VII no ypoBHIO 3HaHHH HE
TIPEBOCXOISAT JIMIIA KaTeropuu V.

[lpemmonaraercs, 4ro ymna kareropud VIII obnanator qyBCTBUTENBHOM HH(bOpMarmel 00
UCIH/la u ¢ysxmuonansHo opuenTHpoBanHbsx AMC, Bimouas unpopmanmio 06 yA3BHMOCTSX
texauueckux u mporpammubix cpeacts MCIIa. OpraHu3alHOHHBIMA MEpPaMH IPENoJaracTes
HCKMIOUATh AocTyn jun kareropud VIII K TeXHHYECKAM W MPOrpaMMHBIM CPEACTBAM HUCI/I= B
MOMEHT 00pabOTKH C MCTIOIL30BaHHEM 3THX CPEJICTB 3amuinaeMoi ua$popMaIyH. .

Taxum obpasom, HaunGonee HHPOPMHPOBAHHBIMH 00 AUC seusmotes nuua xareropud Il u

nuna kareropun VIIL

Cremens WHGOPMHPOBAHHOCTH HApYIIMTENs 3aBHCHT OT MHOIHX (dakTopoB, BKJIIOYAs
peammsosannsie B JIIIY KOHKpeTHbIC OpraHHM3alUHOHHBIC MEpBI H KOMIICTEHIMIO HapyIIHTENIEH.
[losToMy OOGBEKTHBHO OLEHHTh OObEM 3HAHHH BEPOSTHOIO HApyNIMTENd B obmem ciy4dae
NPAKTHYECKH HEBO3MOXKHO.

B CBS3E C M3IOKEHHBIM, C LEIbI0O CO3JaHHS OIPEAECNICHHOro 3amaca MpOoYHOCTH
NpeAIoNaracTcs, YT0 BEPOSTHBIC HApyIMTCIH obnanaror Beelt MHpoOpManue, HeoOXoMUMOH JIA
MOJITOTOBKH M PEaNH3ald| Yrpos3, 3a HCKIOYeHHeM HH)OpMaluH, NOCTyN K KOTOPO# CO CTOPOHBI
HApYIIUTENS HMCKITIOYAeTCs CHCTEMOH 3alldThI napopmanpn. K Takoil mndopmauuu, Hanpumep,
OTHOCHTCS TapOJIbHAasi, ayTEHTHQUIMPYIONIas ¥ KIFo4eBasd uHpopmanms.

IIpennonoxenus 06 MMEIOIUXCS Y HApYIIHTENsS CPEICTBAX Peal3alliy Yrpo3
[Npeanomnaraercs, 4TO HapyIIHTEIb HMECT:
- anmapaTHBIE KOMIIONEHTHI CHCTEMBbI 3alMTHI IEPCOHANBHBIX TaHHBIX (nanee — C3I1/1n);
- JOCTYNHBIE B CBOGOIHOM MpOJ@Ke TEXHHIECKHE CPE/CTBA M IPOrPaMMHOC obecrieuenne;
- crenuansHo pazpaboTaHHbIC TEXHHYECKHE CPEICTBA U IIPOrPaMMHOE obecnieyeHHe.

BHyTpeHHHI HAPYIIHTENh MOXKET HCIONB30BATh MTATHEIC CPE/CTBA.
CoCTaB MMEIONIMXCS Yy HApyIIHTeNs CPEICTB, KOTOpble OH MOXET HCIONb30BaTh JUIA

peaymsanuu yrpo3 UB, a Taxoke BO3MOXHOCTH MO HX NPHMCHCHHIO 3aBHCAT OT MHOTHX (paKTOpOB,
BKIOYAS DEATM30BAHHBIE B YYPEXK/ICHHH KOHKPETHHIC OpraHM3alMOHHBIE MEPBI, (uHAHCOBBIE
BO3MOYKHOCTH M KOMIIETEHI(HIO HapymmTesei. [Jo3ToMy 00BEKTHBHO OLCHHTH COCTAB HMEIOMIHMXCH y
HApYIIHUTENS CPECTB PeaTH3aluy yrpo3 B 00IIeM CiTyHae NPaKTHICCKH HEBOIMOMKHO.

TToaToMy, JUIsl CO3IaHHUs YCTOHYHBOH C3I1/I# npeanonaraeTcs, YT0 BEPOATHbIA HApYIIHTENb
AMeeT Bce HeOoOXOMMBIE JUIS PealH3alldi YTpo3 CPe/CTBa, BO3MOXKHOCTH KOTOPBIX HE MPEBOCXOMAT
BO3MOXKHOCTH AHAJOTHYHBIX CPEJICTB Peau3aldi Yrpo3 Ha MH(OPMAIHIO, COACPXKAILYIO CBEICHHA,
COCTABISIONIME TOCYJAApCTBEHHYIO TaiiHy, H TEXHHYECKHE M [pPOTpaMMHBIC  CPC/CTEa,
o6pabarsiBaolye 3Ty HHGOPMAIIHIO.

BMmecTe ¢ TeM MPEeAroaraeTcs, 4To HapyImHuTesb He AMeeT:

- CpPEeIICTB IEpexBara B TEXHHUYECKHUX KaHalax YTe4KH,

- CpEaCTB BO3JIeMCTBUS Yepe3 CHTHAIBHEIC IICTTH,

- CpEAcCTB BO3ICHCTBHS HA HCTOYHHKH M 4epe3 NelnHu ITHTaHHs,
= CpEeacTB BO3JICHCTBHSA qepes Heu 3a3€MJICHHA,

- CpeJICTB aKTHBHOIO BO3/ICHCTBHSA Ha TEXHHYCCKHE CPEICTBA (cpenctB O0IydeHH ).
IIpeamonaraercsi, 4To Haubojee COBEPIICHHBIMH CPECTBAMH PCald3ally yrpo3 obnanaror
yuna kareropun 111 u muna xareropun VIIIL



Yeposel ymeuku axycmuyveckou (peuecou) unpopmayuu
Bo3HHMKHOBEHHE YIpo3 YTEUKHM aKyCTHYecKOH (peucBoil) uHH(popMalmu, coaepKamencs
HEMOCPEICTBEHHO B Mpou3HOcHMO# peun noss3osaresns MCIT/lu, npu o6paboTke nepcoHanbHbIX JaHHBIX
(manmee — I1/Tn) B MCI1/I, Bo3MOXXHO mpH HammumeM QyHKiwii o.ocosoro Beozga I1/ln B UCII[dn wm
bynxamit Bocriponssenenus I1/IH akycrideckumu cpeactsamu UCITIa.
B UCII[la Yupexnenus ¢yHkuuu rosocosoro Beona [T/l wnmm GyHKIHM BOCHpOH3BEICHHS
I1/1H aKycTHYECKAMY CPeJICTBAMH OTCYTCTBYIOT.

BeposiTHOCTH peanu3anuy yrpo3sl — MAJIOBEPOSITHA.

Yepo3svr ymeuxu eudosoii unghopmayuu

Peamsaims yrposs! yreukd BHAOBOM MH(OpMAIMH BO3MOXKHA 3a CHET NMPOCMOTpa HMH(pOpManuu ¢
MOMOIIBIO ONTHYECKHX (ONTHKO-IJIEKTPOHHBIX) CPEICTB C JKPAHOB MUCIUICEB M JIPYTHX CPEACTB
OTOOpaXeHHsT CPEeJICTB BBIYMCIIHTENBHON TEXHHKH, HH(POPMAIHOHHO-BMHCITEIEHBIX KOMILICKCOB,
TEXHUYECKHX CpelIcTB 00paboTKH rpadmdeckoii, Buneo- u OykBeHHO-I(POBOM HHpOpPMAIMH, BXOAAIIHX B
coctaB UCI1/IH. - . , ;

B yupexxneHuH BBEACH KOHTPOJIb JOCTyIa B KOHTPOJIMpyeMyio 30HY, APM mnois3oBarenci
pAacCIIONIOXKEHBI TaK, YTO MPAaKTHYECKH HMCKIIOYEH BH3YalbHBIH JOCTYN K MOHHTOpaM, a Ha OKHax
YCTaHOBJICHBI XKAJIO3H.

BeposaTHOCTH peal3anui yrpo3sl — MaJ0BepOsTHA.

[To6ounsie DnexrpoMarautHble M3nyyenus u HaBoaku

Vzpo3vr ymeuxu ungpopmayuu no kananam noboyHbIX 21eKMPOMAZHUMHBIX UNYYEHU U
Haeoooxk (Oanee — [IOMHH)

Yrpossl yreuku uH(popmarmm mno kasamy [[OMHWH, Bo3amoXxHBI M3-3a HaIM4Msl Napa3sHTHBIX
9NIEKTPOMAarHUTHHIX H3iydenui y snementos MCII/(x.

Vrpo3sl JaHHOTO Kjiacca MAJIOBEPOSITHBI, T.K. pa3Mep KOHTPOJHPYEMOH 30HBI GONBHION, H
anemenThl UCII/IH, HaxomsTcs B caMOM IEHTPE 3/laHHS H 3KPaHHPYIOTCS HECKOJIBKAMH HECYIIHMH
CTEeHaMH, W TAapa3dTHHIH CHTHAJ] MAaCKHpPYeTCs CO MHOXECTBOM [pPYrHX IapasHUTHHIX CHIHAJIOB
snemMeHToB, He BXoaamux B UCII/IH.

-

Yeposwei yuuwﬁbmcek us, xuwenus annapamuwlx cpeocms UCII/n nocumeneti ungpopmayuu
nymem ¢usuuecxozo oocmyna k anemenmam HCII/In
Kpaxa nepcoHabHOM 3/IEKTPOHHOM BEIYHCIUTENbHON MamuHbI (fanee - [I9BM.)

Vrpo3a ocymecTBiseTcs MyTeM HecaHKIMOHHpoBaHHOro nocryna (nanee — HCJI) BHemHEME
¥ BHYTPEHHHMH HapyLINTE/SIME B IIOMEIICHHS, T/ie pacnonoxeHsl anemMenTsl UCIT/Ia.

B yupexIeHHn BBEJEH KOHTPOJb JOCTYNa B KOHTPOJMPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAsA
CHTHAJNIM3AIAs, JBEPH 3aKpBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEHIETKH Ha IEPBBIX H IOCIEIHHX
9TaXKax 3JaHHS.

BeposTHOCTH peain3aliiil yrpo3bl — MAJI0BepOSTHA.

Kpaxxa HocuTenel uHpopMauu

Vrpoza ocymectiasiercs nyrem HCJ| BHEmIHAMH W BHYTPEHHHMH HapyIIMTEISIMH K
HOCHTEISIM HHPOPMAITHH.

B YupexneHun BBeIeH KOHTPOJIb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAas
CHTHAJIM3aIUs, JBEPH 3aKpPBIBAIOTCS Ha 3aMOK, YCTaHOBIECHBI PEHNICTKH Ha IEPBBIX M IIOCIEIHHX
9TaXKax 3/IaHus, BEETCA YUET U XpaHeHHe HocuTenel B cekde.

BeposiTHOCTS peanu3aniu yrpo3sl — MaJI0BEPOSITHA.

Kpaxa xiogeit u arpubyToB goctyna

Vrposa ocymecrsisercs nyreM HCJ] BHEMHHMM ¥ BHYTPEHHUMH HapyIIMTEISMH B
MOMEIIEHNS, TJIe TPOUCXOAUT paboTa MOJIL30BATENEH.

B VupexaeHu# BBEIEH KOHTPOJb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAs
CHTHAIM3aIUs, JBepH 3aKpBHIBAIOTCS HA 3aMOK, YCTaHOBIICHBI PEINETKH Ha NEPBBIX H MOC/ICAHHX
9Ta)Kax 3/1aHusl, OPraHM30BaHO XpaHEHUe Kiio4eil B celie ¥ BBEEHA OJIMTHKA IUCTOTO CTOJIA.



BeposTHOCTL pealu3alldi yrpo3sl — MaJIOBEPOATHA.
Kpaxu, MouduKanmm, yHHITOKEHHS HHPOpMAIH

Vrposa ocymectsisercs mytem HCJl BHEIIHMMH M BHYTPDCHHHMH HapyIIATEISIMA B
noMeImenns, r/ie pacronoxensl snements MCIIJIH # CpeJicTBa 3allUTEL, a TaK e IIPOHCXOANT paboTa
MOJIB30BaTeNeH.

B YupexJeHuH BBEIEH KOHTPOJb JOCTyNa B KOHTPOIHUPYEMYIO 30HY, YCTAHOBJIEHAa OXpaHHast
CHTHAIM3AIHA, JIBEPH 3aKPHIBAIOTCA Ha 3aMOK, YCTAHOBJIEHBl PEIIETKH Ha NEPBBIX H MOCICAHHX
ITaXKax 37aHHs.

BeposTHOCTH peaiu3aliHy YTpo3hl — MaJ0BEpPOATHA.

BeiBo u3 cTpos y3nos [I9BM, kanasnos CBsi3u

Vrpo3a ocymectsisercs myrem HCJ| BHEmHMMH ¥ BHYTPCHHHMH HapyIIMTEISAMH B
noMmerneHus, rae pacnonoxens dnemMenTs UCIIJIH u mpoXosT KaHaJIbl CBA3H.

B YupexaeHuu BBEIEH KOHTPOJIb JOCTyIa B KOHTPOJIMPYEMYIO 30HY, YCTAHOBJICHA OXpaHHas
CHTHANM3alMs, JIBEPH 3aKpPHIBAIOTCS HA 3aMOK, YCTaHOBJICHBI PEIICTKA Ha MEPBBIX M IOCHCHAHHX
JTaXKax 3JaHHS.

BeposTHOCT peain3aiiy yrpo3sl — MAJIOBEPOATHA.

HecaHKIMOHAPOBAHHOE OTKIIIOYEHHE CPEICTB 3aIUTHI

Vrposa ocymectBiasercs nyreM HCJl BHCIIHMMH M BHYTPEHHHMH HapymIATEISAMH B
[IOMEIIEHHS, I/Ie PAacIOJIOKEHBI CPEACTBA 3alUThI UCII/1H.

B VupexaeHHH BBe€H KOHTPOJIb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, YCTAHOBJICHA OXpaHHAs
CHUTHAJM3AIMA, JBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJEHBI PEIIETKH Ha NMEPBHIX W MOCICIHHX
srakax 3aanms, nonssosarens VICIT/{a npouncTpyKTHpoBaHkl o pabote ¢ I1]1H.

BeposTHOCTh peaiu3allii Yrpo3bl — MAJIOBEPOATHA.

Vzpo3el xuujenus, HeCaHKYuOHUPOSAHHO MOOUPUKAyUU UTU 6r0xkuposanus ungopmayuu 3a
cuem HCJ] ¢ npumenenuem npozpammHo-annapammsix u npoZpammHbIx cpeocms.
JleficTBHS BPEIOHOCHBIX IIPOrpaMM (BHPYCOB).

T[IporpaMMHQ-MATEMATHIECKOE BO3/ICHCTBHE - 3TO BO3ICHCTBHE C MOMOLIBIO BPEOHOCHBIX
nporpamm. [TporpammMoii ¢ NOTCHIMAIBHO OTIACHBIMH MOCIICICTBUSIMH HIIH BPEIOHOCHOH! MPOrpaMMOii
(BMpYCOM) Ha3bIBAIOT HEKOTOPYIO CaMOCTOATENBHYIO Hporpammy (Habop HHCTPYKIHii), KOTOpas
coco6Ha BHIIONHSTH JIEF060E HEMyCTOE MOJAMHOXKECTBO CIEAYIOMHX (yHKImii:

- CKpHIBaTh MPH3HAKH CBOETO MPHCYTCTBHS B IIPOrPaMMHOH cpe/ie KOMIIBIOTEPA;

- o6namath CHACOGHOCTBIO K  CaMOAyOIMpOBAaHHIO, ACCONMMPOBAHMIO Ce0f C JIPyrHMMH
mporpaMmaMu M (WJIH) TEPEHOCY CBOMX (DparMeHToB B HHEIC 00NacTH ONEpaTHBHON HIIM BHEUIHEH
MaMSATH;

- paspymarh (HCKaXaTh IPOH3BOJILHBIM 00pa3oM) KOJi pOorpamMM B OINEepaTHBHOM NaMSTH,

- BBINOJHATH 6e3 HHUIMMPOBAHHS CO CTOPOHBI MOJB30BaTeNs (II0JB30BATENBCKON MPOTPaMMBI B
IITATHOM pPEXHME €€ BBINOJHEHHs) JCCTPYKTHBHbIC (QYHKIMH (KONMHPOBaHHMS, YHHYTOXKCHHS,
OJIOKUPOBAHHUS H T.11.);

- COXpaHSTH (hparMenTs! HHOPMALMH H3 ONEPATHBHON NaMATH B HEKOTOPBIX 00/1aCTIX BHEIIHEH
TIaMSITH IPAMOTO JOCTYNA (JIOKATBHBIX HJTH y/IalIeHHBIX);

- FCKaXaTh IPOM3BONHHBIM 00pa3oM, 6JI0KHPOBATh M (M) MOJMEHATH BbIBOIMMBIH BO BHEIHIOKO
NaMSITh MJIH B KaHA CBSI3M MaccHB HH(MOpMaimy, 00pa3oBaBIIMiics B pe3yibTaTe paboThl NPHKIAIHBIX
IpOrpamMM, HIIH yyKe, HAXOJAIIHECs BO BHEIIHEH IaMATH MaCCHBBI TAHHBIX.

B Vupexnenun wua Bcex onementax HCIIJla ycraHoBneHa aHTHBHpYCHAs 3allHTa,

T10JI630BATE/TH IPOUHCTPYKTHPOBAHBI 0 Mepax Mpe/I0TBPALCHHs BHPYCHOTO 3apaXeHHs.
BeposTHOCTH peaii3aliy yrpo3sl — HU3Kasl.
HeieK/IapHpOBaHHBIE BOSMOXHOCTH CHCTEMHOTO IIPOrPaMMHOr0 obecriedenns (nanee — I10) u I1O
1715t 06paGoTKH MEPCOHATBHBIX JIaHHBIX.
He/leK/1apHpOBAHHBIE BO3MOYKHOCTH — (DYHKIHOHAIIBHBIE BO3MOYKHOCTH CPE/CTB BBIMHCIHTEBHOM
TEXHHUKH, HE ONMCAHHBIE MM HE COOTBETCTBYIOIIHE ONMMUCAHHBIM B JIOKYMCHTAIMH, IPH HCIIONB30BAHHH



KOTOPBIX BO3MOJKHO HapyHICHHE KOH(H/ICHIMAIBHOCTH, AOCTYIHOCTH HWIH LEJIOCTHOCTH 00pabaTniBacMoi
uHpOopManHy.

B Vupexpennm ner mnporpammHOro obecneyenma pa3pabaThIBaeMOro COGCTBEHHBIMH
pa3pabOTYNKaMH/CTOPOHHUMH CIIELHATUCTAMH.

BepostHOCTS peanusaiuu yrpo3sl — MaJI0BEPOSITHA.

Ycranoska [10 He CBS3aHHOTO ¢ HCIIOJHEHHEM CITYXKeOHBIX 0613aHHOCTEH

Yrpoza ocymecTBisercs IyTeM HECaHKIMOHHPOBaHHOH ycTaHoBKH 110 BHYTPEHHHMH
HAapyIIHUTE/IIMA, HYTO MOXET MNpPUBECTH K HaApPYIIEHHIO KOHQHIECHIMATLHOCTH, IEIOCTHOCTH W
nocrynHoctd Beed UCIT/IH unu ee s1eMeHTOB.

B Vupexnenun ocymecTsnsercss KOHTpONb M0 wucnombsyemomy I10, momb3oBarenu
TPOHHCTPYKTHPOBAHBI 0 nonuTHKe ycranoBku [10, yreepxien nepeyens pazpemennoro I10.

BeposTHOCTh peanu3aiyy yrpossl — HHU3Kaf.

Veposvi nenpeonamepennvix Oesicmeuii nonvzoeameneii u napywenuii 6esonacnocmu
pynxyuonuposanus HCIT/In u C3I1/In 6 ee cocmase us-3a cb6oee & npozpammmom obecneuenuy, a
Maxaice om cmuxuiinozo xapakmepa.

VYT1para Kimo4eii # aTpubyToB J0CTyNAa

Yrposa ocylecTBseTCs 3a CUET NeliCTBHA denoBedecKoro hakropa moms3opareneii UCIIIx,
KOTOpbIE HAapyIIAIOT IMOJIOXKEHUS NMApOJIbHON MOJUTHKE B YaCTH HX CO3/aHUs (CO3JaiOT JIETKHE HITH
TyCThIC TapOJH, HE MEHSAIOT MapOoJH MO UCTEYCHHH CPOKA MX XXH3HH HJIM KOMIIPOMETAIWH H T.I.) H
XpaHeHHs (3aIHCHIBAIOT NApOJKM Ha GyMaXKHEIC HOCHTEIH, IEPEAIOT KIIOUH JOCTYIIA TPETHHM JIALAM
M T.I1.) HJIH HE OCBEIOMIIEHBI O HUX.

B Yupexnenvn BBeieHa naposibHas MONMTHKA, PeIycMaTpUBAIOmas TpeOyeMyio CII0KHOCTh
napojiss ¥ TNEPHOJMYECKYIO €ro CMEHY, BBEIEHA IOJMTHKA «YHUCTOTO CTOJNA», OCYIIECTBISETCS
KOHTPOJIb 332 MX BBIIOJIHCHHEM, MOJB30BaTE M NMPOUHCTPYKTHPOBAHEI O MApPOJIBLHOM IOIMTHKE M O
JEHCTBHAX B CIY4asX yTPaThl HIIH KOMIIPOMETALMH HapoJIeH.

BeposTHOCTB peanH3alyn yrpo3sl — HA3Kas.

Henpennamepennas Mogudukanus (YHHYTOXKeHHE) HHPOPMALMK COTPYTHAKAMH

Yrpo3a ocymecTBIsIeTCs 3a CUeT AeHCTBHS 4eioBedeckoro (akropa moib3oBareneit UCITx,
KOTOpBIC HAPYHIAIOT MOJIOKEHHs NPHHATHIX npasuii pabotsl ¢ UCIT/IH mim He 0cBEIOMIICHBI O HHX.

B Vupexnenum ocymectBisiercs pesepBHOe KomumposaHue obpaGarbiBaembix I1JIH,
NI0JIb30BATEIH NPOUHCTPYKTHPOBaHbI 0 pabote ¢ UCII/IH.

BepoaTHOCTE peau3aiuu yrpo3sl — MAJIOBEPOSTHA.

HenpennamepeHHoe OTKIIOYEHHE CPENCTB 3aIUTHI

Yrposa ocymecTBiseTcs 3a CUeT JeHCTBHS YenoBedeckoro ¢axropa noms3oBareneit MCIT/Ix,
KOTOpBIC HApYIIAIOT IOJOXKEHHSI NPUHATHIX mpaBui pabotel ¢ UCII/IH u cpeacTBamMu 3alMTsl HIIM HE
OCBEZIOMJICHBI O HHX.

B Vupexaenun BBejieH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, JBEPH 3aKpHIBAIOTCS HA
3aMOK, OCYIIECTBIIACTCA pasrpaHHYeHHe [OCTyia K HACTPOMKaM pPEeXHMOB CPENCTB 3allUThI,
H0JIb30BATENIH IPOUHCTPYKTHPOBaHH!I 0 pabote ¢ UCII/IH.

BeposTHOCTh peanu3anin yrpo3sl — MaJ0BEepOATHA.

Beixon U3 cTpos anmapaTHO-IIPOrpaMMHBIX CPEICTB

Yrpo3a ocyiecTBIseTCs BCIIEACTBHE HECOBEPIICHCTBA alNapaTHO-IPOrPaMMHBIX CPEJICTB, H3-
32 KOTOPhIX MOXET MPOMUCXOAUTh HapyIlleHHe IEJOCTHOCTH M JOCTYINHOCTH 3alUIaeMOoM
HHpOpMAaIHH.

B Yupexienun ocymecTsiser pesepBHpoBaHHe Kilo4eBEIX aneMentoB MUCTI/x.

BepoATHOCTB peanu3aiuy yrpo3sl — MaJ0OBEPOATHA.

COoli cucTeMbl 3NEKTPOCHAGKEHHUS

Yrpos3a oCymecTBseTcss BCIEACTBHE HECOBEPUICHCTBA CHCTEMBI JJEKTPOCHAGXKeEHHs, W3-3a
4€ro MOXET NPOUCXOUTH HAPYIICHHE LEJOCTHOCTH M JOCTYITHOCTH 3alIHINAEMON HHPOPMAIIHH.

B Vupexnesnnm ko Bcem KmoueBbiM snementam MCIIJIH NOAKMOYEHBI HCTOUHHKH
GecriepeGoHHOroO MUTaHHA M OCYIIECTBISET PE3ePBHOE KOMMPOBaHHE HH(BOPMAIHH.

-



BeposTHOCTh pealu3allii YTpo3sl — MAJI0BEPOATHA.
Cruxwuiinoe 6ecTBHE

Vrpo3a ocymIECTBIIACTCS BCIEICTBHE HecOBIOIEHHs MEp NOXKapHO#H 6€30aCHOCTH.

B YupexneHu# yCTaHOB/IEHA MOXKapHas CHTHAH3AIMA, MOJIB30BaTENH IPOMHCTPYKTHPOBAHLI
0 JeHCTBUAX B ClIydae BOSHUKHOBCHHMS BHEIITATHBIX CHTYalUH.

BeposTHOCTS pealu3aliy yTpo3sl — MAJIOBEPOSITHA.

V2po3vl npednamepennbix Oeucmeut 6HympeHHux Hapywumeneu

JocTyn K uHGOpMAIAH, MOAMpUKAIHS, YHHITONKCHHE JIHIL, HE JOMyIIEHHBIX K ee 06paboTke

VYrpo3a OCYIIECTBISICECS IyTEM HCJl BHEmHHX HapymMTeneii B MOMEIICHHS, THC
pacmonosxenst snements ICTI/IH 1 cpe/icTsa 3allUTEL, & TaK Ke IPOMCXOMT PaboTa MoJE30BaTENCH.

B Vupex/eHu# BBEIEH KOHTPOIb J0CTyNa B KOHTPOIHPYEMYIO 30HY, yCTAHOBIICHA OXPaHHAs
CHIHAJM3aIMs, ABEPH 3aKpHIBAIOTCS HA 3aMOK, YCTAHOBJEHBI PEIICTKH HA NEPBRIX H HOCJIEIHUX
JTaXax 37aHus.

BeposTHOCTI. peau3aliy yTpo3sl — MaJI0BEPOATHA.
Pasrinamenue HHbOpMALMH, MOIU(HUKALHS, YHHITOKCHHAE COTPY THUKAMH JOIYIIEHHBIMH K €€
obpaboTke

Vrpo3a ocymecTBIsETCS 32 CUeT JelicTBHS YeJioBedecKoro gakropa nons3osareneit UCII/IH,
KOTOpble HApYIIAIOT TOJIOKEHHA O HepasTJaleHun ob6pabaTeiBacMoii HMHpOpMALMH HIM HE
OCBEJIOMJICHBI O HHX.

B VupexieHu# MOIb30BaTE/ A OCBEIOMIICHBI O TIOPAIKE paboTHI C NEPCOHAIBHBIMH JIAHHBIMH.

BepoSTHOCTH pealn3aliil yTPo3sl — MAJIOBEPOATHA.

V2po3bi HeCaHKyUuOHUPOSAaHHO20 0OCMYNna no KaHanam cessu
Yrposa «AHaIA3 cETEBOTO TpahuKa»

Orta yrposa péamasye'rcﬂ C TIOMOIIBIO CIEIHATLHOM IPOrpaMMBbI-aHaIN3aTOpa akeToB (sniffer),
[lepexBaTHIBAIONIEH BCE MAKEThI, [IEPe/aBacMbie 10 CETMEHTY CETH, H BBIZISNISIONIER Cpe/d HHUX TE, B
KOTOPBIX TEpesjalozcs MICHTH(GUKATOp MONB30BATENA M €TI0 Mapoib. B xoje peamu3ald yrpo3sl
HApYIIHUTENb: '

- m3yyaer joruky paborsl UCII/Ia - TO €CTb CTPEMHTCS IMOMY4HTE OJIHO3HAYHOE COOTBETCTBHE
COOBITHI, MPOMCXONSIIAX B CHCTEME, M KOMaHJ, NEPEChUIACMBbIX TIpH ITOM XOCTaMH, B MOMEHT
HOSBIICHHS JAHHBIX cOOBITHH. B JaibHEHIIEM 5TO TO3BOAET 3NOYMBIILICHHAKY Ha OCHOBE 3aJIaHHs
COOTBETCTBYIOIMX KOMaHJI HONyYATh, HAPUMED, PHBHICTHPOBAHHLIC npasa Ha JIeHCTBUS B CHCTEME
WK PaCIIMPHUTH CBOU MOJTHOMOYHS B HEH;

- IMepexBaTHIBACT HOTOK TEpelaBacMbIX JAHHBIX, KOTOPBIMH 0GMEHHMBAIOTCS KOMITIOHEHTBI CETEBOH
ONEPalHOHHON CHCTEMBI, Ul HM3BJICUCHHS KOH(HIECHINATBHON — HIIH HaeHTH(UKATHOHHON
uHdopMaIy (HanpuMep, CTaTHIECKHX naponeil moib30BaTeNel s A0CTYNa K YIANCHHBIM XOCTaM
mo mnporokonam FTP m TELNET, ne mnpeayCMaTpUBaiomHX mudpoBaHue), €€ TOJMEHB,
MOJH(UKAIMA H T.I1.

ITepexBaT 3a nepeaeiaMu ¢ KOHTPOJIMPYEMO#i 30HBL.
BepoSTHOCTH peaIi3allii YTPO3BI — MAJIOBEPOSTHA.

TlepexBat B TIpezie/iaX KOHTPOIHPYEMO# 30HbI BHEITHUMA HApYILIUTEISAMH

B VupexIeHHH BBE/IeH KOHTPOJb JIOCTYNa B KOHTPOTHPYEMYIO 30HY, yCTaHOBJICHA OXpaHHas
CHTHA/M3AIMSA, ABEPH 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIICTKH HA NEPBBIX ¥ TOCJECTHHX
3TaXax 31aHus.

BeposTHOCTh pealM3alliH yTPO3bl — MAJ0BEPOSTHA.



| lepexBar B npeziesax KOHTPOJIHPYEMOii 30HbI BHYTPEHHUMH HApPYIIHTEIISIMH.

B Vupexnenun BBeZleH KOHTPONb JOCTYNA B KOHTPOJIHPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHAsA
CHTHAJIM3AIlHsA, JBEPH 3aKpbIBAIOTCS Ha 3aMOK, YCTAHOBICHLI PEIICTKH HAa IEPBBHIX H IOCICIHHX
3TaXKax 3JIaHHsL.

BeposTHocTs peaM3anuu yrpo3sl — MaJIOBEPOSITHA.

Yrpo3a «ckaHMpOBaHHE CETHY

CymHocTs mpomecca peaqu3alMd yYrpo3sl 3aKJIIOYaeTcss B IEpeJade 3alpocoB CETEBHIM
ciyxbam xocroB UCI1/Ia u ananmuse oTBeTOB OT HHX. Llenb - BBIIBIICHHE HCIIONB3YEMBIX TIPOTOKOJIOB,
JOCTYIIHBIX MOPTOB CETEBBIX CHYXO0, 3aKOHOB ()OPMHPOBAHHS HICHTH(PHUKATOPOB COEMHHEHHH,
ONpeie/IeHHe aKTHBHBIX CETEBBIX CEPBHCOB, M0A00p HACHTU(PUKATOPOB U NApoJiel mob30BaTesei.

BepoATHOCTB peanu3aluy yrpo3sl — MaJ0BepOATHA.

VYrposa BelsiBIEHHS Taposei

Lens peamusaimu yrpo3sl cocrout B noiydeHun HCJI myrem mnpeososieHus mnapoibHON
3aIUTEL 3I0YMBIIIIEHHHK MOXXET Pealn30BBIBATE YIPO3Y C MOMOIIBIO LEJIOr0 PAia METOOB, TAKHUX
KaK MPOCTOii mepeGop, nepefop ¢ HCIONb30BAHMEM CIIENHUANBHEIX CIOBapeli, YCTAHOBKA BPEIOHOCHOK
IOporpaMMsl JUIsl NIEpeXBaTa 11apoJis, MoJMeHa JoBepeHHoro oosekra cetu (IP-spoofing) u mepexsar
naketoB (sniffing). B ocHOBHOM I peaym3alMy YTPO3bI HCIONB3YIOTCS CIENHAIBHBIE IIPOrPAMMBI,
KOTOpBIE MBITAIOTCS TOMYYHTH JOCTYI XOCTY IyTEM MOCIEI0BaTeILHOro moabopa naponeit. B ciydae
ycrnexa, 3JOyMBINIJIEHHAK MOXET CO3JaTh Iiud cebs «mpoxoa» ans Oymymero AOCTyna, KOTOPBIHA
Oyzner neicTBOBaTh, JaXKe €CIIH Ha XOCTe W3MEHHTH ITapoJIb JOCTYIIA.

BeposITHOCTH peayii3aiuy yrpo3sl — MaJIOBEPOSITHA.
Yrpo3sl HaBA3bIBaHHE JIOXKHOTO MapIIpyTa CETH

Jlannas yrposa peanu3yercs ONHHM H3 JBYX CIIOCOOOB: NyTeM BHYTPHUCEIMEHTHOIO HIIH
MEXCErMEHTHOIO HaBs3bIBaHMsA. BO3MOXHOCTH HaBA3bIBAHHUS JIOXKHOTO Mapuipyta oOyClIOBJIEeHa
HEJIOCTaTKaMM, NPHCYINIAMH aIrOPUTMaM MapHIpyTH3aUuH (B 4YacTHOCTH H3-3a MpobJieMsl
HJICHTH(UKAIMA CET2BIX YIPABJISIOMUX YCTPOUCTB), B PE3YJIbTATE YEr0 MOXHO IONACTh, HAIIPAMED,
Ha XOCT WM B CETh 3JIOYMBIIUICHHUKA, IJIe MOXHO BOMTH B ONEPAIHOHHYIO CPENYy TEXHHYECKOTO
cpenctBa B cocraBe WCIIJIn. Peanwsanum yrpo3bl OCHOBHIBAETCS HA HECAHKIIMOHHPOBAHHOM
HCNONb30BaHuK npoTokonoB Mapmpytusanuu (RIP, OSPF, LSP) u ynpasmenus cersio (ICMP,
SNMP) s BHeceHHs ¥W3MEHEHMH B MapHIpyTHO-aapecHble Tabmuusl. IIpu 3TOM HapymmMTeNmo
HeoOXO0MMO TOC/IATE OT HMEHHU CETEBOTO YNPABJSIOUIEr0 yCTpoicTBa (HanpuMep, MapIIpyTH3aTopa)
ylpasJsromee coobenue.

BeposTHOCTE peain3anyy yrpo3sl —MaJIoBepOATHA.
Yrpo3sl 1oIMEHE! JOBEPEHHOTO 00BEKTA

Takas yrposa sddexTuBHO peanmusyercs B CHCTEMax, B KOTOPHIX NPHUMEHSIOTCS HECTOMKHE
aNTOPUTMbI HJICHTH(HKAIIMH W ayTeHTH(HKALMH XOCTOB, moibk3oBateneil W T.1. [1ox MoBepeHHBIM
00BEKTOM TNOHHMAaeTcss OOBEKT CeTH (KOMIIBIOTEpP, MEXCETeBOH 3KpaH, MapIIpyTH3aTop H T.IL),
JIeraTbHO MOAKIIOUYEHHBIH K CepBepy.

MoryTt OBITH BBIZIEJCHBI JBE pPa3sHOBHIHOCTH MpoIlecca pealu3allii YKa3aHHOM yIrpo3bl: C
YCTaHOBJICHHEM H 0€3 yCTaHOBJICHHS BUPTYaILHOTO COCMHEHHUSI.

IIponecc peanusainuu ¢ yCTAHOBJICHHEM BHPTYAIBHOTO COEIAHMHEHHS COCTOMT B IIPHCBOCHHH
MpaB JIOBEPEHHOIO CyOBEKTa B3aMMOJCHCTBHS, YTO IMO3BOJISIET HAPYIIHMTENIO BECTH ceaHC paboThI C
0OBEKTOM CeTH OT MMEHH JOBEepeHHOro cyowekra. Peammzamusi yrpossl JaHHOro tuma Tpebyer
IPEOJIONICHHs] CHCTEMBI WACHTH(QHKAUWH M ayTeHTHQHKanMH coobuienwii (Hampumep, araka rsh-
ciyx6s1 UNIX-xocTa).

[Tponecc peanm3anun yrpo3sl 0€3 yCTaHOBICHHS BUPTYAJLHOTO COSTHHEHUS MOYKET HMETh MECTO
B CETAX, OCYIIECTBIIAIOMMUX HACHTHUKAIMIO NepelaBaeMbIX COOOIEHMH TONBKO 0 CETEBOMY afipecy
ornpasutens. CyIHOCTE 3aKmiodaeTcss B Nepejadye ClyKeOHBIX cOOOHmEHWH OT MMEHHM CETEeBBIX
YIPaBIAIONHMX YCTPOHCTB (HAmpuMep, OT HMEHH MaplIpyTH3aTOpOB) 00 HM3MEHEHHH MAapUIPYTHO-
a/IpeCHBIX JaHHBIX.

B pesynbprare peanusanuu yrpo3bl HapylIMTENb MOIYYaeT IpaBa JOCTYNA K TEXHHYECKOMY
cpenctsy UCIIH - nenu yrpos.

BeposTHOCTH peann3anuy yrpo3bl — MaJ0OBepOSTHA.
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BHepeHue JIOXKHOro 00beKTa CeTH \

Sta yrpo3a OCHOBaHA Ha WCHOJB30BAHMHM HEJOCTATKOB &IrOPUTMOB YNAJCHHOIO IOHCKA. B
clydae eciH OOBEKTH CETH H3HAYANbHO HE HMEIOT aJpecHOH uHdOpMAIMH JAPYT O HAPYTre, |
HCIIONB3YIOTCS Pa3IHYHBIe IPOTOKOJIBI y/IAJIEHHOrO MOKCKa (Hanpumep, SAP B cersix Novell NetWare; |
ARP, DNS, WINS B cersix co crekom nporokonos TCP/IP), saxmodaroriecs B nepejate no ceru \\
CTIENMATBHBIX 3allPOCOB M TIOJNYYEHHH HA HHUX OTBETOB C HCKOMOH undopmanueit. Ilpu stom cy- \ '
IECTBYET BO3MOXKHOCTH NI€peXBaTa HapyIIHTeseM MOMCKOBOIO 3alpoca U BBIAYH HA HETO JIOXKHOTO \\-
OTBETa, WCIOJB30BAaHHE KOTOPOrO IMpPHBENET K TPeOyeMOMY H3MEHCHMIO MapIIpyTHO-aIpECHBIX \
JaHHBIX. B nanbHeiimeM Bech MOTOK MHGOPMAIWH, aCCOLMMPOBAHHBIH C 00BEKTOM-XKEPTBOH, OyzeT \
MPOXOUTH Yepe3 JIOKHBIH OOBEKT CETH.

BeposATHOCTS peau3alHy yrpo3bl — MaJ0BEpPOATHA.

Vrpo3sl Tana «OTKa3 B 00CITY)KHBAHHK

JTH yrpossl OCHOBaHBI HA HEJOCTATKAX CETEBOTO MPOrpaMMHOro —obecreyeHus, ero
YS3BHMOCTSAX, MO3BOJSIONIMX HAPYNIMTENIO CO3/(aBaTh YCIOBMs, KOIja OMNCPAlMOHHAT CHCTEMa
OKa3BIBaeTCd HE B COCTOsAHUH 00pabaThiBaTh MOCTYNAIOIIUE NaKETHI.

MoryT GBITh BBIIEIEHBI HECKONBKO Pa3HOBHIHOCTEH TaKUX yrpos:

- CKpBITHIl OTKa3 B OOCITY)XMBaHMH, BHI3BAHHBIH IPHBJICUCHACM HacTH PeCypcoB UCIT/Iz Ha
06paboTKy MaKeToB, MEPEABAEMBIX 3NOYMBIIUIECHHHKOM CO CHIXKCHHEM NPOMYCKHOM CIOCOOHOCTH
KAHAJIOB CBS3H, TIPOM3BOAMTEIBHOCTH CETEBBIX YCTPOHCTB, HapyIICHHEM TpeGoBaHUH K BPEMECHH
ob6paborku 3ampocoB. [lpumepamu peanmsanuu yrpos nofoGHOro pofa MOTYT CIYXHTh:
HaNpaBJeHHbI IITOPM 3X0-3alPOCOB IO IPOTOKOTY ICMP (Ping flooding), mTopMm 3ampocoB Ha
ycranosyenne TCP-coenunennit (SYN-flooding), mTOpM 3apocoB K FTP-cepsepy;

- SBHBIM OTKa3 B OOCIY)XMBAHHH, BHI3BAHHBIH HCYEPIAHHEM PECYpCOB UCTIIa npu obpaborke
TaKETOB, TEPeaBaEMBIX 3JOYMBIILICHHAKOM (3aHATHE BCEH MOJNOCH! MPONYCKAHHS KaHANIOB CBAH,
TepenoNHEHne oYepesieli 3anpocoB Ha 06CTyKUBAHHE), TIPH KOTOPOM JICrANBHBIC 3alpOChl HE MOTYT
OBITH TEpefaHBl Yepe3 CETh H3-3a HEJOCTYINHOCTH CPE/bI Mepe/ati, 6o momydaloT oTka3 B obciy-
JKHBAaHWHM BBUIY IEPENONHEHAs odepesieii 3ampocoB, AUCKOBOTO NMPOCTPAaHCTBA MHaMATH M T.JA.
I[IprMepamMy yrpo3 JaHHOTO THIA MOTYT CIIYXHTh IITOPM IMHPOKOBCINATEILHBIX ICMP-3x0-3am1pocoB
(Smurf), nanpasnenusi# mropM (SYN-flooding), mropm coobmenuii moyToBOMy cepsepy (Spam);

- 9BHBIM OTKAa3 B OOCHY)XMBaHWHM, BBI3BaHHBIH HApYIICHHEM JIOTHYECKOH CBA3HOCTH MEXKIY
texauueckuM cpeactsamu VICIIJIH mpu mepenade HapylIMTeNeM yIpaBiIIOIIAX cooOmeHu#t oT
VIMEHH CeTEeBBIX YCTPOMCTB, IPHBOIAMMX K M3MEHCHHIO MapUIpYTHO-a(PECHBIX NIAHHbIX (nanpumep,
ICMP Redirect Host, DNS-flooding) mmm HACHTHQHUKALMOHHOH H ayTeHTH()UKAHOHHOH
uH(bOpMAaIUH;

- 9BHBI OTKa3 B OOCTY)XMBAHHH, BBI3BaHHBIH mNepejayeii 3JOYMBIIUICHHAKOM IIAKETOB C
HecTaHapTHRIME atpubyTtamu (yrposs: Tuna «Land», «TearDrop, «Bonk», «Nuke», «UDP-bomb»)
WIM MMEIONHX JUTHHY, TPEBHIIAIONYI0 MAKCHMATbHO JIOTyCTHMbIH pasmep (yrposa Thma «Ping
Deathy), 4TO MOXKET PHBECTH K COOKO CETEBBIX yCTpOMCTB, y9acTBYIOmMHX B 06paboTke 3ampocoB, P
YCIIOBHH HAIHYHAS OMMGOK B MPOrpaMMax, peaii3yIomiiX MPOTOKOJIbI CETEBOTO obmeHa.

Pe3ynbTaToM peanu3aliy J@HHOM Yrpo3bl MOXET CTaTs HapyIICHHE paboTococoOHOCTH
COOTBETCTBYIOMIEH CITykObl NPENOCTABICHHA YAAJICHHOro A0CTYNa K IT1a B8 UCIIJH, mepena4ya c
OJIHOTO aJpeca TAaKOro KOJIMYECTBA 3alpocoB Ha NMOAKIIOYCHHE K TEXHHYECKOMY CPE/ICTBY B COCTABE
WCIIJIH, KOTOpOEe MAKCHMAIBHO MOXKET «BMECTHTB» Tpaduk (HanpaBJICHHBIA (IITOPM 3alpoCoOB),
4TO BJICUeT 3a co0Ol MepPENoIHEHHE 0YEPE/IH 3aNPOCOB B OTKA3 OIHOM U3 CETEBBIX ciyx0 WM HOJIHAsA
ocranorka VCIT/IH u3-3a HEBO3MOXHOCTH CHCTEMBI 3aHHMAThCS HHYEM APYTHM, KpOME o6paboTkH
3ampoCoB.

BeposTHOCTh peaH3aliy yrpo3s! — MaJIOBEPOATHA.

Vrpo3sl YAQJIEHHOTO 3aIlycKa IPHIOKCHAHN

Yrposa 3aKI04aeTCs B CTPEMIICHHH 3aIlyCTHTh Ha XOCTE WCITI/Ia pa3snu4HBIE NPEABaPHTEIBHO
BHEJIPEHHBIC BPEJOHOCHBIE IIPOrPaMMBL: IPOrpaMMbl-3aK/IAJIKH, BHPYCBI, «CETCBBIC IITHOHBI,
OCHOBHAS I€lb KOTOPHIX - HapylleHHEe KOH(HMICHIMAILHOCTH, MEJIOCTHOCTH, JOCTYIHOCTH
pH(OPMAIIMH ¥ OJEDIH KOHTPOJIb 32 paboToii XocTa. Kpome TOro, BO3MOXEH HECaHKIIMOHHPOBAHHBIH



' 3amycK NPHKIAQHBEIX NPOrPaMM IOJIb30BarTeNel Uil HECAHKIHMOHMPOBAHHOTO MOITydCHHS Heobxo-
AWMBIX HAPYIIATENO TAHHBIX, VIS 3aIlyCKa YIPaB/IsSeMbIX IIPUKIIA/IHOM IIPOrpaMMOH IIPOLIECCOB H JIp.

BeiaensioT TpH MojAKIacca JIaHHbIX yrpos:

- pacnpocTpanenue (aiiios, COAEPKAIIUX HECAHKIIMOHHPOBAHHBIH HCIIOJTHAEMBIH KOJT;

- yAaJeHHBIH 3aIycK TIPHJIOKEHH S ITyTeM nepenoHennus Gydepa NpHIIoKeHHH-CEPBEPOB;

- yIaJIeHHBIH 3ayCK MPHIOYKEHAS ITyTEM HCTIONB30BAHHS BOSMOXKHOCTEH YAAICHHOrO YIPaB/ICHIS
CHCTEMOH, NPENOCTABIAEMBIX CKPHITHIMH IIPOTPaMMHBIMH M amlllapaTHBIMK  3aKJIaJKaMH, mbo
HCIIOJIb3yEMBIMHU IITATHBIMH CPEJICTBAMH.

THNOBBIE YrpoO3sl TEPBOTO M3 YKa3aHHBIX IIO/IKJIACCOB OCHOBBIBAIOTCS HA AKTHBH3AIHMH
pacmpocTpansieMbIx (aiiioB mpH ciydaiiHom obpamenun K HuM. [Tpumepamu Takux ¢aiinos MOryT
CITYKHUTh: (haiiyibl, comepiKaliie HCIIOIHSEMBIH KOJI B BUJ IOKYMEHTbI, COACPIKAIIAC HCTIOJTHSAEMBIH KOJI B
BHe oNeMeHTOB ActiveX, Java-anmuieToB, HWHTEPIPETHPYEMBIX CKPUIITOB (HAIpHMEp, TEKCTHI Ha
JavaScript); (aiiiel, conepkalye HCIONHSEMbie KOAbl MporpavM. JUis pacpoCTpaHeHHs (aitioB MoryT
HCTIONE30BATHCS CITYKOBI 27IEKTPOHHOM TIOYTHL, Tiepesiadn (aiiios, cereBoii (aiioBoi CHCTEMBI.

Ilps yrpo3ax BTOPOrO MOIKIACCA HCHIONE3YIOTCS HEJOCTATKH MPOTpaMM, PEATH3YIONIMX CETEBBIC
CEpBHCHI (B YACTHOCTH, OTCYTCTBHE KOHTPOJIA 32 EPETIOTHCHHEM 6ydepa). HacTpoiikoii CHCTEMHBIX PETHCTPOB
MHOI/IA YJaeTcs MEPEKIOYMTh TPONECcop Mocie NMPEPhIBAHKS, BBIBAHHOIO NEPEIONHEHHEM Oydepa, na
HCTIOHERNe Koja, cofiepkamerocst 3a rpamuueii Gydepa. ITpuvepom peammsaiii Takod Yrpo3sl MOXKET
CITY’KHTB BHEZIPEHHE IAPOKO H3BECTHOIO «BHpyca Mopprcay.

IIps yrposax TPETBEro MOKIACCA HAPYNIHTENh HCIOMB3YET BOSMOXHOCTH Y/QICHHOIO ypaB/ICHAA
CHCTEMOV, ITPEJIOCTABIISIEMbIE CKPHITHIMH KOMIIOHEHTAaMH (HANPHMED, «TPOSHCKAMID) TIPOrpaMMaMH THIIa Back.
Orifice, Net Bus), Jm60 mITaTHBIMU CPEJICTBAMM YIIPAB/ICHHA H aJMHHHCTPHPOBAHNS KOMITBIOTCPHBIX cerer
(Landesk Management Suite, Managewise, Back Orifice 1 T. 1.). B pesynbrare uX HCHIOIB30BaHHS yIacTCA
JOGHTHCS YIAEHHOTO KOHTPOJIS Ha/l CTAHIIMEH B CETH. '

BeposATHOCTB peali3alliy YTPOo3bl — MAJOBEPOSTHA.

Vrpo3s! BHEPEHHUS 110 CETH BPEJOHOCHBIX IPOrpaMM

K BpelOHOCHBIM IPOTPAaMMaM, BHEJIPAEMBIM 110 CETH, OTHOCATCSA BUPYChI, KOTOPBIC UL CBOCTO
pacnpocTpaHeHds: aKTHBHO HCHOJNB3YIOT MPOTOKOJBI M BO3MOXHOCTH JIOKAJIBHBIX H ry00anbHBIX
ceteif. OCHOBHBIM TIPHHILMTNIOM paGOTBI CETEBOr0 BHPYCa SBIACTCH BO3MOKHOCTH CaMOCTOATENHHO
TepesiaTh CBO KOJ HA y/aJIeHHBIH cepBep WM pabovuy0 CTAHIMIO. «IToTHOIIEHHBIE» CETEBBIE BUPYCHI
IIpH 5TOM O0JAJAOT elle W BO3MOXHOCTBIO 3alyCTHTb HA BBIMOJHCHHC CBOM KOJ| Ha YJaJICHHOM
KOMITBIOTEpE HIIH, 110 KpaifHel Mepe, «IOATONKHYTH» MOJb30BATEls K 3aITyCKy 3apaXEHHOTO ¢aiina.

BpeI0HOCHBIME POrpaMMaMH, 00eCIIeUHBAIOIIMME OCYIIECTRIICHHE HC/JI, MmoryT OBITE:

- mporpaMMsl IOG0Pa H BCKPBITHS NapoJIei;

- [IPOTPaMMBL, PEATU3YIOLIHE YTPO3bI;

- IPOTPaMMBI,  JEMOHCTPHPYIOIIME  HCIOIL30BAHHE  HE/ICKIApHPOBAHHBIX BO3MOJKHOCTEN
IPOrPAMMHOTO ¥ IPOrPaMMHO-AIIapaTHOro 00ecne eH s NUCIIs;

- POrpaMMbI-FeHEPaTOPbl KOMITBIOTEPHBIX BAPYCOB;
- IPOrpaMMBbl, AEMOHCTPUPYIOIIHE YS3BHMOCTH CPEJICTB 3aLHThI uH(OPMALHH H JID.
BeposTHOCTH peaiH3aliiy yrpo3sl — MaJIOBEPOATHA.

2. Ucxonusiii ypoBEHb 3alIHIICHHOCTH UCIT/Ia

IToz 06IMM YPOBHEM 3aIHIIEHHOCTH IIOHAMAETCS 0000IMEeHHbIH M0Ka3aTellb, 3aBUCSIIHIH OT
TexHHUeCKHX U dKkcIuTyararmuonnsix xapakrepuctak UCIIIH (Y1).

B rabiuie MpeACTABNEHbl XapaKTEPHCTHKH YPOBHS HCXOIHOM 3alMIIEHHOCTH JUIA UCI =
OpraHu3alHH.
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labmuna 1 — MexoaHblii ypOBEHb 3alMIIEHHOCTH

YpoBeHE 3allHIIEHHOCTH
UCIJln MCI1Ln
No TUC ruc
i Texunueckue u «DNEKTPOHH HCI11u Croboanoe HCI[In | «Dnekrpo
/ IKCIIYATALHOHHBIE oe MporpaMMHOE CIIO HHBIIT
5 XapaKTEpHCTHKH obpasosanne obecnieuenue «bape- Cnpaskn | nerckuit
B Bromxer» BK cam
Pecniybnuke
Tarapcran»
1 [ o 0 0 0 0
TEPPHTOPHAIILHOMY
pasMeILeHHIO
2 | Ilo nanuuuio S 5 5 5
COCHHCHHA C
ceramu obiero
M0JIb30BAHHA
3 | Ilo serpoennbiM 0 0 0 0
(neranbHbIM)
oneparmsM ¢
sanucamu 6a3
NEPCOHANBHBIX
JIAHHBIX
4 | Mo pasrpanmuenmio 0 0 0 0
JlocTyna K
NEPCOHANIbHBIM
JaHHbIM
5 | Mo nanmuuio 0 0 0 0
COEIMHEHHI ¢
Apyrumu bazamu
I11n uasix UCTT
6 | Ilo yposHio 5 5 5 5
(obeanuumBaHu)
I1n
7 | o o6wemy [T/, 0 0 0 0
KOTODBIE .
MpeA0CTaBAAIOTCH
CTOPOHHHM
NONB30BATE/IAM
UCTI/In Ge3 PRl
NpeaBapUTEIbHON
00paboTku

3. Bepoatnocts peanusauud Y bl

ITox BEpOSTHOCTHIO peaM3allii Yrpo3bl MOHHUMAETCS ONPEHE/ISEMBbI IKCIIEPTHBIM IIyTEM
MOKas3arellb, XapaKTepU3YIOIHii, HACKOJIBKO BEPOSATHBIM SBJISIETCS pead3alus KOHKPETHOH yTrpo3sl
6esonacnoctu [1u mns UCITJIH B CKIaabIBaIOMUXCS YCIOBUAX OOCTaHOBKH.

Yucnosoit koapdummenr (Y,) IS ONEHKH BEPOSATHOCTH BO3HUKHOBEHHSI YIPO3BI
onpezensercs 1o 4 BepdarbHBIM IpaJaliuaM 3TOro MoKasaTesis:

- MAJIOBEPOATHO - OTCYTCTBYIOT 00BEKTHBHEIE MPEeANOCHUTKH JUIS. OCYIIECTBIICHHS
yrpo3si (Y2 = 0);

- HH3Kasl BEPOSITHOCTH - 00BEKTHBHBIE MMPEANOCHUIKH Ul Peal3allii YTPO3bl CYMIECTBYIOT, HO
NPHHSATHIE MEPHI CYIECTBEHHO 3aTPyAHSIOT ee peanu3anuio (Y2 = 2);

- CpefHsis BEPOSTHOCTH - 0OBEKTHBHBIE IPETNIOCHUIKY JUIs PealH3allii Yrpo3bl CYIECTBYIOT, HO
NpuHATHIE Mepbl o6ecrieuenus 6ezonacHoctu I1/{a HepocraTounsl (Y, = 5);

- BbICOKAasI BEPOSATHOCTD - OOBEKTHBHBIC NMPEANIOCHUIKH JUIS peaH3auy yr’po3m CYIIECTBYIOT H
Mepsl 1o obecneyenuto 6e3onacuoct [1/1a He npunaTel (Y2 = 10). -

ITpu o6pabotke nepconansHbx AaHHBIX B UCIT/[H MOXKHO BBIIETHTH CIEAYIOLIUE YTPO3BI:

4. Peanu3yeMoCTh yrpo3
ITo uroram oneHKH ypOBHS 3amMIIEHHOCTH (Y|) M BEpOATHOCTH peanu3anuu yrpossl (Y32),
paccunThiBaeTcs Kodpduuuent peamusyemoctd yrpo3sl (Y) M ompezensercsi BO3MOXHOCTH



peanu3anuy yrpo3el. Koa@uImenT peanu3yeMoCcTH Yrpo3sl Y OyaeT onpeaensThCs COOTHOIEHHEM Y

= (Y1 + Y2)/20. Onenxka peanuszyemoctu YBII/In npencrasiena B TaGiuie.

Tabmuna 2 — Peaymsyemocts YBI1/IH

Koa¢ppunuent
Bo3MoxHOCTH
Tun yrpo3 6ezonacuaocta I1/{1 peanu3yeMoCTi . %
yrposst (Y) R

1. Yrpo3sl OT yTeYKH M0 TEXHHYECKHUM KaHasIaM.

1.1. Yrpo3sl yreuku akycTudeckoit uHpopmaum 0 HU3Kas
1.2. Yrpo3s! yTeuku BUAOBOH HHpOpMaIHH 0 HHU3Kas
1.3. ¥Yrpo3s! yreuku undopmainuu no kanaisam [I9MHWH 0 HH3Kas

2. Yrpo3sl HeCaHKIIHOHHPOBAHHOTO AOCTyMa K HHOpPMAaIuy.

nyTeM ¢usudeckoro gocryna K anemenram UCII/Ix

2.1. Yrpo3s! yauuTOXNKEHUS, XumeHus annapataeix cpeacts UCII/In HocuTenel napopManuu

2.1.7. HecaHKIIMOHHPOBAHHOE OTK/TIOYEHHUE CPE/CTB
3a0IATHI

2.1.1. Kpaxa [I9BM 0 HH3Kas
2.1.2. Kpaxa HocuTenei uapopMaun 0 HH3Kas
2.1.3. Kpaxa kmo4deit u arpaOyTOB JI0CTYIa 0 HHU3Kas
2.1.4. Kpaxxu, Mogu(pUKALAK, YHHYTOXKEHUS 0 HH3Kast
uHpopMaIHH
2.1.5. BeBog u3 ctpos y3nos [I9BM, kananos cBsa3zu 0,3 cpeaHss
2.1.6. HecaHKIIMOHMPOBAHHEIH AOCTYI K HH(OpMALHIH 0 HHU3Kas
IIPH TEXHAYECKOM 00CTY)XMBaHHH (PEMOHTE,
YHHUYTOXEHHH) y310B [IDBM

0 HHU3Kas

2.2. Yrpo3sl XHIIEHHs, HECAHKIHOHUPOBaHHOH MOAH(MHKAIIHA HIH 6I0OKAPOBaHHS HHOPMAIHH
3a cuet HecaHKIoHupoBanHoro noctyna (HCJI) ¢ npuMenenneM nporpaMMHO-anapaTHeIX U
IPOTPaMMHBIX CPEZCTB (B TOM YHCIIE TPOrPAMMHO-MaTEMaTHYECKHX BO3/ICHCTBH).

ciyxeOHbBIX 00s3aHHOCTEH

2.2.1. [leiicTBHS BPEIOHOCHBIX IPOrpamMm (BHPYCOB) 0,3 cpexHsas
2.2.2. HepexnapupoBaHHBIE BO3MOKHOCTH CHCTEMHOI'O 0 HHU3Kas
1O u I1O nnst 06paboTKH NEPCOHANBHBIX JaHHBIX

2.2.3. Ycranoska [iO He CBSA3aHHOIO C HCIIOJIHEHHEM 0 HHU3Kas

XapakTepa.

2.3. Yrpo3sl He IpeTHaMEePEeHHBIX ISHCTBHI MOJIb30BaTeNeH 1 HapyIeHuH 6e30nacHOCTH
¢yuxuuonuposanus UCIT/Tx u C3I1/IH B ee cocTase H3-3a c60EB B IPOrpaMMHOM 00ECIICYCHUH,
a TaKXe OT yrpo3 HeaHTPOIOreHHOro (cOoeB anmapaTypsl H3-3a HEHAJC)KHOCTH JIEMEHTOB,
c00€eB 3JIEKTPONMHTAHHS) ¥ CTUXHIHOTO (y1apOB MOJIHUH, I10)KapOB, HABOJHEHHMH H T.II.)




2.3.1. Y1para kmoueit u arpubyTOB 10CTYNA 0 HH3Kas

2.3.2. HenpennamepeHHas MoqubUKaus 0,3 CpenHss
(yHHuYTOXCHHE) HHOOPMALMH COTPYIHUKAMH

2.3.3. HenpetnaMepeHHOE OTKJIIOYEHHE CPEJICTB 3alllATHI 0,3 cpenHsis
2.3.4. BeIxoz B3 CTPOS anmapaTHO-IPOrpaMMHBIX 0,3 cpenHss
CpencTB

2.3.5. C6oii cHCTEMBI 3NIEKTPOCHAOKEHU S 0.3 cCpenHss
2.3.6. Cruxuiinoe GeacTeue 0 HH3Kast

2.4. Yrpo3sl npeTHAMEPEHHbIX JEHCTBHI BHYTPEHHHX HapyIIUTeNeH

2.4.1. Jloctyn k uHpOpMaNuH, MOIUUKAIHS, 0 HU3Kas

YHHUTOXEHHE JIMII He JOMYIIEHHBIX K ee 00paboTke

2.4.2. Pasrnamenune uadopManuu, MoaguduKanms, 0 HHU3Kas

YHHYTOKEHHE COTPYIHHUKAMH JOMYIIECHHBIME K €€

obpabotke

2.5.Yrpo3bl HECAHKIIMOHHPOBAHHOTO JOCTYIIA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexsaTroM 0 HHU3Kast

nepenasaemoi u3 MCII/ln 1 npuaHMaeMoit 3 BHEITHHX

cerelt nHGopManuu:

2.5.1.1. Tlepexsar 3a nepenenaMu ¢ KOHTPOJIHPYEMO 0 HH3Kas

30HBI -

2.5.1.2. Ilepexsat B npezenax KOHTPOJIHPYEMO 30HBI 0 HHU3Kas

BHEIIHMMH HapyIIHTeIAMH

2.5.1.3.1epexBat B npeenax KOHTPOIHPYEMOI 30HBI 0 HHU3Kas

BHYTPEHHHMH HapyIIUTEIISAMH.

2.5.2.Yrpo3sl CKaHUPOBaHHS, HANIPaB/ICHHEIE HA 0 HU3Kas

BBISIBJICHHE THIIA WM THIIOB HCIIOJIb3YEMBbIX

OIEPallMOHHBIX CHCTEM, CETEBBIX aJpecoB pabounx

crannuii VICI1/IH, TONMONOrHU cCeTH, OTKPBITEIX OPTOB U

CcIyX)0, OTKPBHITBIX COCIMHEHHIA | JIp.

2.5.3.Yrpo3sl BhISBIEHHS IAPOJIeH 110 CeTH 0 HHU3Kas

2.5.4.Y1po356l HaBsS3bIBAHHE JIOKHOTO MapIIPyTa CETH 0 HU3Kas

2.5.5.Yrpo3sl oMeHBI JOBEPEHHOTO 00BEKTa B CETH 0 HHU3Kas

2.5.6.YTpo3sl BHEAPEHHS JIOKHOTO 00BEKTa Kak B 0 HH3Kast

UCII/IH, Tak ¥ BO BHEIIHHX CETAX

2.5.7.¥Yrpo3sl Tuna «OTtka3 B 06cay)XKUBaHHH» 0 HH3Kas

2.5.8.Y1po3bl yAAJIEHHOTO 3aITycKa IIPHJIOKeHH I 0 HH3Kas

2.5.9.Yrpo3sl BHEIPEHUS [0 CETH BPEIOHOCHBIX 0 HH3Kas

nporpaMm




5. OrnieHKa OracHOCTH yrpo3
Onenka omacHoctd YBIIJIH mpou3BOAMTCS HA OCHOBE OMNpOcCa CHENHAIMCTOB IO 3alHTE
uH(pOpManuK U onpeaeNseTcs BepOaTbHBIM OKa3aTeIeM OACHOCTH, KOTOPEIM UMEET TPH 3HAYCHHS:
- HU3Kasl ONMACHOCTH - €CJIM peaju3alusi Yrpo3bl MOXKET IMPHBECTH K HE3HAYUTEIHHBIM
HEraTHBHBIM IIOCJIEICTBHAM IS CYOBEKTOB NIepCOHANIBHBIX JaHHBIX;
- CpeaHsisi ONACHOCTH - €CJIM peaylu3arysi yrpo3bl MOXKET NIPUBECTH K HEraTHBHBIM MOCIIEACTBHIM
JUIS CyOBEKTOB MEPCOHANBHEIX JAHHBIX;
- BHICOKAsI OMACHOCTH - €CJIH peaju3anysi Yrpo3bl MOXET MPHUBECTH K 3HAYUTEIHHBIM
HEraTUBHBIM MOCJIEACTBHSM IS CYOBEKTOB NEPCOHAIBHBIX IaHHBIX.
Onenka omacaocta YBII/In npeacrasnena Tabmune.

Tabmuna 3 — OnacHocts YBIT/In

OnacHOCTb
Tun yrpos 6e3zonacuoctu [1/1H
yIpo3bl
1. Yrpo3sl OT yTeUKH [0 TEXHHYSCKUM KaHAJIaM.
1.1. Yrpo3sl yreukn akycTudeckoi nadopmaimu HH3Kas ONaCHOCTh
1.2. Yrpo3s! yTeuku BHAOBOM HHpOpMaHK HHU3Kasl OTIaCHOCTh
1.3. Yrpo3ssl yreukn uadpopmanuu o kananam [ISMUH HHU3Kas ONACHOCTb

2. Yrpo3sl HECAaHKIIMOHUPOBAHHOrO JOCTYNA K HHYOpMALIHH.

2.1. Yrpo3sl yHHYTOXKEHUS, XHIeHus annapaTHbix cpeacts UCIT/{a nHocuteneit
uHdopmanuu nmyrem pusuygeckoro pocryna k anemenram UCII(x

2.1.1. Kpaxa I[I3BM  « HH3Kas OIIaCHOCTh
2.1.2. Kpaxa HOocuTene# nHpopManun HHU3Kasl OIacHOCTh
2.1.3. Kpaxa ximodeit u atpubyToB J0ocTyna HHU3Kas OIacHOCTh
2.1.4. Kpaxu, MOAH(HKALIHA, YHHUTOKEHHS HHYOpMaIuH HH3Kas OIaCHOCTh
2.1.5. BriBoz u3 ctpos y3ios [I9BM, xananos cBa3u HHU3Kas OMacHOCTh

2.1.6. HecaHKIIHOHHPOBAHHBIH JOCTYN K HH(pOpMaIHHK [IpH
TEXHUYECKOM 00CITy)KHBaHUH (PEMOHTE, YHHYTOXEHUH) y310B [[DBM

2.1.7. HecaHKIIHOHHPOBAHHOE OTKJIIOYEHUE CPEJICTB 3aAIIUTHI : CpeIHss ONTaCHOCTh

2.2. Yrpo3sl XUIIEHHS, HECAHKIIHOHHPOBAHHOM MOAM(HKAIMH WK GJIOKHPOBaHHS
undopmanuu 3a cyer Hecankuuounuposanuoro goctyna (HCJI) ¢ npumenenneM
MpOrpaMMHO-ANNapPaTHBIX W MPOrPaMMHBIX CPEJCTB (B TOM YHCJIE IIPOrpaMMHO-
MaTeMaTHYECKHX BO3ACHCTBHI). '

2.2.1. JleiicTBHSI BpSAOHOCHBIX POrpamMMm (BHPYCOB) CpeHss ONacHOCTh

2.2.2. HepnexnapupoBanusie Bo3MoxuocT cucteMHoro I10 u I1O qns | HH3Kad omacHOCTh
06paboTKu NepcoOHANBHBIX JAHHBIX

2.2.3. Ycranoska ITO He cBS3aHHOrO C HCIOJHEHHEM CITY)KeOHBIX HHU3Kas OIMacHOCTh
obs3aHHOCTEH




'2.3. Yrpo3sl HE peHAMEPEHHBIX CHCTBHIH MOJIb30BaTeNeil U HapymeHuit 6e30nacHOCTH

' pynkumonuposanus UCIT/{a u C3I1/IH B ee cocTaBe u3-3a cG0EB B MPOrpaMMHOM
ofbecneyeHny, a TaKkXKe OT yrpo3 HEaHTPONOTeHHOro (cOoeB anmaparypsl H3-3a
HEHA/Ie)KHOCTH JJIEMEHTOB, COOEB AIEKTPONMUTAHUSA) U CTUXHHHOTO (YIapOB MOJIHHIA,

IOXXapoB, HABOAHCHHH M T.I1.) XapakTepa.

2.3.1. Yrpara xmouei u atpubyToB nocryna

HH3Kas OIlaCcHOCTb

2.3.2. Henpennamepennas Mogudukanus (YHHITOKCHHE)
uHopManuK COTPYAHUKAMHA

CpeaHAs OIMacHOCThb

2.3.3. HempetHaMepeHHOE. OTKIIIOYEHHE CPEJICTB 3all[HThI

CpeaHss OImaCHOCTb

2.3.4. Bexo u3 CTpOS anmapaTHO-IPOrpaMMHBIX CPEJICTB

CpeaHsada OonmacHOCTb

2.3.5. C6oii cucTEMBI AIEKTPOCHAOKEHUS

CpEaHAda OnmacHOCTh

2.3.6. Ctuxuiinoe bencreue

HH3Kad OIIaCcHOCTb

2.4. Yrpo3sl npeIHaMEPEHHBIX JICHCTBHI BHYTPEHHHUX HapylIuTenei

2.4.1. loctyn x uaGopManuu, MogudHKalusi, YHHUYTOKECHHE JHI] HE
JIOTIYIIEHHBIX K ee 06paboTke

HH3Kas OIMacCHOCTB

2.4.2. Pasrnamenune uapopManuu, MoaUQUKaLHs, YHHITOKECHHE
COTPYIHHKAMH JIONMYIIEHHBIMH K ee 00paboTke

HH3Kas OnmaCHOCThb

2.5.Y1po3sl HECAHKIITMOHUPOBAHHOTO JIOCTYIIA 10 KaHaJIaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBOro Tpaguka» ¢ nepexsaTom
nepenasaemoii u3 UCI1/Ia u npuHAMaeMoii H3 BHENTHUX CEeTeH
uHboOpMaLUH:

HH3Kasd OnnaCcHOCTb

2.5.1.1. Tlepexpar 3 nepenenamMu ¢ KOHTPOJIMPYEMO# 30HBI

HH3Kas OmacHOCTh

2.5.1.2. Tlepexsat B npejienax KOHTPOJIMPYEMOM 30HBI BHEIITHUMH
HapyHUIHTEISIMHA

HH3Kasa onacHOCTh

2.5.1.3.IlepexBat B npeaenax KOHTPOJIMPYEMOH 30HEI BHYTPEHHHMH
HapYyIIHTEISAMH.

HH3Kas OomaCHOCTh

2.5.2.Yrpo3sl CKaHHPOBaHMS, HAlIPaBJICHHEIE Ha BBISBJICHUE THIIA WIIA
THUIIOB MCIOIB3yEeMbIX ONEPAllHOHHBIX CHCTEM, CETEBBIX aIpECOB
pabouux cranuuit UCITJIH, TOIONOTHH CETH, OTKPBHITHIX TOPTOB H
cyx0, OTKPBITBIX COCTMHEHHH H Jp. .

HH3Kas OITaCHOCTh

2.5.3.Y1po3sl BEIABICHHS HapoJici 10 CETH

HH3Kas onacHOCTh

2.5.4.Y1po3sl HaBA3BIBAHHUE JIOXKHOTO MapIipyTa CeTH

HH3Kas OoInaCHOCTDb

2.5.5.Yrpo3sl oJIMEHbI JOBEPEHHOTO 00BEKTa B CETH

HH3Kas onaCHOCThb

2.5.6.Y1po3sl BHeApeHHs N0XKHOT0 00bekTa Kak B UCI1/IH, Tak u BO
BHEIITHUX CETAX

HHU3Kas OInacHOCTh

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CTyKUBaHHN

HH3Kas OInmaCcHOCTh

2.5.8.Y1po36l yialeHHOTO 3aITyCcKa IPHIIOKEHUH

HHU3Kas OIMaCHOCThb

2.5.9.Y1po3bl BHEPEHHUS 11O CETH BPEAOHOCHBIX IPOrpaMM

HHU3Kas OonaCHOCTh




6. Onpenenenne akryansHocTH yrpo3 B UCIT{u
B cooTBercTBHME ¢ mpaBHJIaMH OTHECEHHs yrpo3bl OezomacHOCTH K akTyansHOH, mia UCI1/IxH
OIIPE/IEISIIOTCS aKTyalbHbIE U HEaKTyalIbHbIE YIPO3bI.

Tabmuua 4 — lpasuna onpenenenus akryansHoctdH YBI1/Ix

Bo3moxHOCTH IToka3zatens ONacHOCTH yrpo3bl
pea3aium
Huzkas Cpennss Bricokas
yIpO3bI
Huskas HeaKTyaJIbHast HeaKTyaJbHasl aKTyaJbHas
Cpenmnss HeaKTyaJlbHas aKTyaJbHas aKTyanbHas
Beicokas aKTyaIbHas aKTyaIbHas aKTyaJbHas
Ouers BrICOKast aKTyanbHas aKkTyanbHas aKTyanbHas
OneHka akTyanbHOCTH Yrpo3 6€3011acCHOCTH Ipe/iCTaBlIeHa B Tabnuie.
Tabmuna 5 — AxryansHocts YBI/IH
OnacHocTb
Tun yrpos 6esonacuocTy I
Sy # YIpO3Bl
1. Yrpo3bl OT yTeUKH MO TEXHHYECKUM KaHaJlaM.
1.1. Yrpo3sl yreuku aKycTHUecKod HHPOpMauu HeakTyaJbHas
1.2. Yrpo3sl yreuku BUIOBOH HH(pOpMALHH HeakTyaJlbHas
1.3. Yrpo3ss! yreuku uadopmanun mo kasanam [ISMHUH HeaKTyaJlbHas

2. Yrpo3sl HECAHKIIHOHUPOBAHHOTO JIOCTYIa K HH(pOpManuH.

2.1. Yrpo3sl yHHUTOXKeHHS, XuieHus annapatabsix cpeacts UCIT(u Hocutenei
uHpopManuu myteM ¢uzngeckoro pocryna k anementam UCI/In

2.1.1. Kpaxa [I9BM HeakTyalbHas
2.1.2. Kpaxa HocuTenei uHpopMauu HEaKTyaabHas
2.1.3. Kpaxa xiiodeit u arpubyToB noctyna HeakTyaJbHas
2.1.4. Kpaxwu, MomuduKanun, yHHITOKEHH HHPOpMALHH HeaKTyalbHas
2.1.5. BeiBoa u3 crpos y3noB [I9BM, xanaiioB cBi3u HeaKTyaJlbHas
2.1.6. HecaHKIIMOHMPOBaHHKIH AOCTYN K HH(pOpMaIMU IpU HeakTyalbHas




TEXHUYECKOM 00CITy >KMBaHUH (peiuom*e, YHUYTOXKEHHUH) y3i10B [I19BM

2.1.7. HecaHKIIHOHMPOBAHHOE OTKIIOYEHHE CPEACTB 3aIIUTHI

HeaKTyalbHas

2.2. Vrpo3sl XUIEHUS, HECAHKITHOHUPOBAHHOH MO (HKAIIMA MK OJIOKHPOBAHUS
uH(bOpMAIKH 3a cUYeT HecaHKIHoHupoBanHoro goctyna (HCJI) ¢ npumMeHeHneM
MPOrpaMMHO-AMNIaPAaTHAIX U MPOTPAMMHBIX CPEICTB (B TOM YHCJIe IPOrpaMMHO-

MaTeMaTH4eCKUX BO3/ICHCTBHIH).

2.2.1. JleficTBHS BPEJOHOCHBIX IIPOrpamMM (BHPYCOB) aKTyaJbHas
2.2.2. HenexnapupoBaHubie Bo3moxHocTH cucreMHoro 10 u I1O mna HeaKTyalnbHas
00paboTKH NepCOHANBHBIX JaHHBIX

2.2.3. Ycranoska ITO He CBA3aHHOTO C HCIIOJHEHHEM CITY)KeOHBIX HeaKTyalbHas

o0s3aHHOCTEH

2.3. Yrpos3sl He NpelHaMEPEHHBIX AeHCTBHI MOJIb30BaTeNell U HapymeHui Ge30macHOCTH
¢dynxmmonuposanus UCIT/Ix u C3I1/[H B ee cocTaBe H3-3a c60EB B IIPOrpaMMHOM
obecneyennH, a TaKXKe OT Yrpo3 HeaHTPONOreHHOro (cO0eB anmapaTypsl H3-3a
HEHA/ISKHOCTH JJIEMEHTOB, CO0EB SJIEKTPOIIMTAHHSA) M CTHXHHHOTO (yAapoB MOJIHHIA,

MOKapoB, HABOJHEHHUH H T.I1.) XapakTepa.

2.3.1. Yrpara kimoyeii 1 aTpuOyTOB J0CTyNa HeakTyaJlbHas
2.3.2. HenpernamepenHas MOTAGUKANHS (YHHYTOKEHHE) aKTyalnbHas
uH(popMaL|H COTPYIHUKAMH

2.3.3. HenpenamepeHHOE OTKIIIOYEHHE CPEICTB 3aALHUTHI aKTyaJbHas
2.3.4. Beixox U3 CTpOs annapaTHO-IPOrpaMMHBIX CPEICTB aKTyanbHas
2.3.5. C60it CHCTEMBLINEKTPOCHAGKEHHA HeaKTyaJlbHas
2.3.6. Cruxuiinoe GecTBHe HeaKTyaJbHas
2.4. Vrpo3sl npeiHAMEPEHHBIX NEHCTBHH BHYTPEHHHX HapyIIUTEICH

2.4.1. loctyn K uHpOpMALInK, MOTH(UKALHS, YHHITOKECHHE JIMI HE HeaKTyaJbHas
JOMYIeHHBIX K ee 00paboTke

2.4.2. Pasrnamenne nH(GOpMaul, MOIU(PUKAIHS, YHHITOKECHHE aKTyalbHas
COTpY/IHMKAMH JOIYIICHHBIME K ee 06paboTke

2.5.Yrpo3sl HECAaHKIIMOHUPOBAHHOI'O JIOCTYIIA [0 KaHAJIaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ nepexBarom HeaKTyajbHas
nepenasaeMoit 3 UCII/{1 u npuHAMaeMOii U3 BHEIIHUX CETeH

uHpOpManuu:

2.5.1.1. Tlepexsar 3a nepezenamMi ¢ KOHTPOJIMPYEMO#H 30HBI HeakTyalbHas
2.5.1.2. TlepexBat B mpejesiax KOHTPOIHPYEMO# 30HB! BHCIIHUMH HeaKTyaJIbHas
HapyIIHTEISIMHA )
2.5.1.3.ITepexsar B mpezenax KOHTPOIUPYEMOH 30HbI BHYTPEHHHMH HeaKTyaJbHas
HapYIIUTEISIMH.

2.5.2.Yrpo3sl CKaHHPOBAaHUS, HANPaBJICHHbIE HAa BBISBIICHUE THIIA WA HeakTyalbHas

THIIOB HCHOJIE3YEMBIX ONEPAllHOHHBIX CHCTEM, CETEBLIX a/IpCCOB




pabounx cranmmit UCI1/{n, Tononorny cety, OTKPBITBHIX ITIOPTOB H
CIy 0, OTKPBITBIX COEIUHEHHIT | Ip.

2.5.3.Y1po3sl BEISIBIIEHHS TIApOJIEH 10 ceTH HeaKTyalbHas
2.5.4.YTpo3sl HaBA3BIBAHUE JIOYKHOTO MapmipyTa ceTH HeaKTyaJTbHas
2.5.5.YTpos3sl IOJIMEHbI IOBEPEHHOTO OGHEKTA B CETH HeaKTyalnbHas
2.5.6.YTpo3bI BHEIPEHUS TOKHOTO 06BEKTA KAK B UCTI/In, Tak u Bo HeaKTyaIbHas

BHEIIHHX CETIX

2.5.7.Yrpo3s! THna «OTKa3 B 06CITyXKHBAHAH HeaKTyaTbHas
2.5.8.Yrpossl ynaneHHOro 3amycka npriIoKeHuii HeakTyanbHas
2.5.9.YTpo3sl BHEJIPEHHS 110 CETH BPEJOHOCHBIX nporpamMmm HEaKTyaJIbHas

7. 3akaouenue

Bbumn BEIABIIEHBI ClieayIOMHE aKTyanbHEIE yIpo3bL:

1) JleficTBus BpEIOHOCHBIX IIPOrpaMM (BupycoB)

Henpennamepennas monuduxamms (yHHYTOXEHHE) HHpOpPMALMH COTPYIHHKAMK

Henpennamepennoe oTkimoueH e CpeICTB 3aIUTEI

BbIX0Z B3 CTpOs anmapaTHO-POrpaMMHEBIX CPE/ICTB

Pasrnamenue napopmanuu, monudukanus, yHHYTOKEHHE COTPYAHHKAMH, NOMYINEHHBIMH K
ee obpabotke

Jins CHIXKEHHS ONACHOCTH peanu3auud akTyatbHeix YBITJIa PEKOMEHJTyeTCS OCYIIECTBHUTH
CIISIYIOIIHE MEPOTIPHSTHS:

1) IlpoBectn 06y4enHe COTPYAHAKOB, IOMYMEHHBIX K obpaGorke I1/l1 npasusam obpamenns
¢ I/Ts, TpeGoBaHHSIM HOPMATHBHBIX IOKYMEHTOB.

PaspaGorars uncTpyKimu nomssopareneit UCIT/Ix.

CBOEBPEMEHHO NPOHM3BOAUTE NPODUIAKTHIECKOE 00CITy)XMBaHHE TEXHHYECKHX CPENCTB
UCII .

IIpu pacumpernun u mozepuusanuu UCII/IH yunTsisars aKTyalbHOCTh BO3HHKHOBEHHS YIpo3
Gesonacuoctu I1]]#.
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